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Introduction 
The industrial landscape is becoming increasingly competitive. To increase profits, vendors are 
constantly looking for new ways to maximize the operational throughput and minimize the related TCO 
(Total Cost of Ownership). 

The new manufacturing processes addressing these challenges include: 
 Fast update of production plans based on changes in customer needs, inventories and material availability 

 Minimization of the down-time using predicative maintenance schemes 

 Minimization of the peripheral costs both in terms of capital equipment costs (CapEx) and in terms of 
operational costs (OpEx) 

These new processes require efficient communication between all the layers from the office network through 
the manufacturing control and up to the field devices. 

Industrial facilities are increasingly migrating to Ethernet-based infrastructures as a base for obtaining the 
necessary level of communication. 

The use of an Ethernet infrastructure provides a platform for: 
 Seamless integration between the production-floor and the ERP systems 

 Easy modifications in the production-floor topology 

 Continuous monitoring of the performance indicators of the field devices 

 Use of readily available support equipment and experienced personnel 

Industrial automation networks are mission-critical – therefore, they must operate continuously and reliably in 
an environment with extreme conditions. As dedicated Industrial Ethernet equipment is used for Ethernet 
networks in the industrial environment, such equipment should fulfill several basic requirements: 

 Fit to the industrial environment in terms of the mechanical installation setup and in terms of the harsh 
environment conditions. 

 Robust electronic design to achieve high reliability. 

 Support for network resiliency schemes to ensure high-availability of the end-to-end connectivity. 
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Operational Challenges 
With the growth of Industrial Ethernet deployments, new applications are emerging that can utilize this modern 
infrastructure. However, these new use-cases create new operational challenges that need to be addressed at 
the infrastructure level. 

Hybrid Networks in the Field-level 

Downtime on a production-floor caused by a malfunction of a $1,000 valve can lead to lost profits of $100,000 
per hour. As such there is a strong push of the predictive maintenance field.  

At the field-level, digital communication is deployed as a basis for continuous sampling of diagnostics data from 
the devices to identify upcoming failures. A typical industrial application is likely to include a mixture of serial-
based devices with Ethernet-based devices with that needs to be connected over a common Ethernet network. 

Defense-in-Depth 

A recent analysis of security breaches in US-based enterprises shows that the possibility of an external attack 
is four times higher than the possibility of an insider-attack, either unintentional or malicious.  However, the 
amount of data compromised in an insider attack is 10 times higher than in an external attack. 

With the introduction of standard-based Ethernet networks to the industrial zone, the production-floor is 
becoming vulnerable to an increasing amount of new threats. The initial solution of firewall deployment at the 
network external perimeter is not sufficient. A holistic Defense-in-Depth approach should be taken to deploy 
aggregated security measures to protect also against insider attacks, insecure application programming, etc. 

Remote Operations 

The establishment of a new factory is a long and expensive process. However, when studying the overall 
factory lifecycle management, 80% of the total cost of ownership is allocated to maintenance and operation. As 
such, the operation team is under continuous pressure to reduce its resources. 

A critical part of the solution is based upon remote operation and maintenance methods that help optimize the 
global allocation of competent resources. Such remote operations require access to the critical industrial 
network that should be highly secured. Further optimization can be obtained by deploying local automated 
agents that monitor the network performance and initiate a call to the remote operations center when support is 
required. 

In order to properly address these aspects, the network 
should include complementary products such as an 
industrial gateway for serial interfaces, a firewall, a remote 
access gateway, a diagnostics server with remote desktop 
support, etc. 

The result is a tailor-made solution which is very 
complex and error-prone. 
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Our Solution 
The RADiFlow solution addresses the emerging challenges of Ethernet-based Industrial infrastructure 
deployments using a service-aware Industrial Ethernet switch. 

The service-aware Industrial Switch has all the characteristics of an Industrial Ethernet switch but is also 
capable of processing the industrial automation control protocols using a dedicated application processing 
engine. These service-aware capabilities enable some unique add-on features which address the emerging 
field deployment challenges in an integrated way. 

 

 
 
 
 
 
 
 
 
Network Segmentation 
Due to the critical nature of industrial networks, resilient data paths should be used. The preferred method of 
data-path resiliency is using ring topology in which the failure detection and switchover is implemented within 
milliseconds. When the network is composed of many switches a hierarchy of rings is created using a multi-ring 
topology with shared links among them. The Ethernet ring is implemented according to the ITU-T G.8032 
standard. 

In order to use a unified Ethernet network across the factory but still isolate the traffic between different groups 
of devices, service groups are created using Ethernet VLANs. A set of end-devices which should be 
interconnected are configured in a service group VLAN so that traffic between them is not shared with devices 
outside the group. The service groups are implemented using the standard IEEE 802.1q VLAN scheme. 
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Multi-Service Interfaces 
The RADiFlow switch supports both Ethernet and serial interfaces enabling a 
deployment of a modern Ethernet infrastructure in a field-level network with a 
mixture of serial-based devices with Ethernet-based devices.  

The serial interfaces can be either RS-232 or RS-485. Based on the modular 
structure of the RADiFlow switch, an interface slot can dynamically host 
either an Ethernet module or a serial module. 

The system supports 3 operating modes for the transmission of the serial data-streams: 
 Transparent Tunneling - This point-to-point tunnel connects 2 remote serial ports that transfer the data 

bytes as-is, regardless of the overlaying protocol structure. This method should be used when the 
encapsulated data-stream is of a proprietary protocol that is not specifically supported by the switch. 
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 Bridge Tunneling - This tunnel connects 2 or more remote serial ports in which the overlaying industrial 

protocol is supported by the switch. In this mode, the data transfer includes idle-suppression, format 
validation and security checks, and is more efficient than in the Transparent Tunneling method. This 
method is recommended when the overlaying industrial protocol is supported by the switch. It allows you to 
benefit from the above mentioned application-aware features. 
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 Service Translation - In this mode, the industrial protocol encapsulated in the serial data-stream is 
translated to the applicable Ethernet-based industrial protocol, allowing devices on the serial segment to 
communicate with Ethernet-based devices. This method should be used in a mixed environment of 
Ethernet-based and serial-based devices that use the same overlaying industrial protocol. 

RS-485

RS-485

ETH
ETH

 

RADiFlow switches 
support both Ethernet and 
serial interfaces. Each 
interface slot can host 
either an Ethernet module 
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Application-Aware Firewall 

In order to properly protect against both external and insider attacks, a 
distributed deployment of personal firewalls should be used. In the standard IT 
world, this concept is implemented using personal firewall add-on software 
which is installed on each computer. Such software-based solutions are not 
suitable for industrial systems due to the lack of a standard general-purpose 
processing platform in each machine.  

RADiFlow switches contain an integrated firewall on each port, providing a network-based distributed security 
solution equivalent to the use of personal firewalls on all the industrial systems in the factory. 
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Furthermore, the firewall implemented in the RADiFlow switch is "application-aware", meaning that it inspects 
the contents of the data packets according to the rules of the industrial protocol used, thus protecting insecure 
application programming flaws. For example, on a management port of a Controller which operates in Modbus, 
the firewall ensures that an Operator HMI sends only "Read registers" commands while the Engineering station 
can also send "Write registers" commands and can further check that the accessed address is within a valid 
range. 

The security checks can use preconfigured filter templates according to the standard industrial protocols or use 
configurable specific filters. 
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For each security exception, the user should define the required action such as packet discard, local alarm, 
remote alarm, event log, etc. The system also includes a logging mechanism for post-mortem trail analysis.  

Security rules are configured per group of related end devices. Based on the types of end devices in a service 
group, the management tool provides a set of typical connectivity scenarios from which the user can select, 
followed by an optional detailed access rule configuration between each pair of end devices.  
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Industrial VPN Agent 

The RADiFlow switch contains a VPN gateway which is customized for 
the remote operations of the critical industrial environment: 

The communication channel between the local VPN gateway and the 
service-center is SSL-encrypted. To prevent attacks on the gateway to the 
industrial network, the SSL tunnel is initiated by the local agent upon a 

specific local command and not by request from the remote site and is closed after a limited time window. Once 
the SSL tunnel is created, the access per user is controlled by authentication and specific access 
authorizations.  

After the SSL tunnel has been established and a specific remote user is authenticated, a session to the target 
device in the industrial network is created. The VPN agent acts as a proxy in the session so that the local 
network structure is not exposed externally and further on-line security checks are performed in terms of traffic 
intensity and protocol validity. 

A detailed log of all remote access activities is kept for any future post-mortem trail analysis. 

Based on the multi-service capabilities of the switch, the remote session can also be translated from IP traffic to 
a serial stream. For example, a remote system can initiate a telnet session to the VPN agent which translates 
the data stream to an RS-232 serial stream which is appropriate for the interface to the industrial device. 

For remote maintenance activities, the local VPN agent can perform 
continuous polling and logging of diagnostic data from the industrial devices 
in the local network. This data will be stored in the VPN agent, so that when 
the remote access tunnel is established, history data is available to assist the 
maintenance process. 
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critical industrial network, 
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the local agent and not from 
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RADiFlow Portfolio 
SIS-3xxx is the family of service-aware Industrial Switches designed especially for 
the conditions in a harsh industrial environment and supporting a comprehensive 
suite of Ethernet and IP features. 

The SIS-3xxx switches have a modular design that can host various interface 
modules.  The switch also has an optional processing engine for industrial automation control protocols that 
enables the unique features described in this paper. 

 
The iSIM management tool supports the operation and maintenance of the 
network and the service that flows through it with a minimum of IT knowledge. 

The iSIM main features are: 
 Management of the network topology including RADiFlow switches and the 

industrial end-devices with automatic discovery or manual entry of the 
entities. The iSIM also supports planning of the rings in the network and the diagnostics of network failures. 

 Service provisioning of the required application-level connectivity between the industrial end devices. On 
each service group, the user also defines the security access rules between the pairs of end devices. The 
connectivity and security rules of the service group are automatically translated to configuration rules for 
Ethernet switches and the embedded firewall mechanisms. 
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Conclusion: Why RADiFlow? 

With the introduction of modern equipment and processes in industrial applications, communication 
requirements are increasing. 

As a result, industrial Ethernet deployments are rapidly growing - starting at the control layer and expanding to 
the field level. 

The current Industrial Ethernet switches address the basic network requirements including dealing with the 
harsh environment, equipment reliability and network resiliency. 

However, when building a complete end-to-end infrastructure network, 
complementary products are required. This generally results in a tailor-made 
solution which is complex and error-prone. 

RADiFlow switches address the application-level critical requirements in an 
integrated way using its service-aware capabilities supported by a strong management tool.  

The resulting end-to-end network solution is simple and robust and enables the further deployment of Industrial 
Ethernet in critical applications. 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
For more information about RADiFlow products, visit http://www.radiflow.com or contact us on 
info@radiflow.com. 
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